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Authority at Runtime

Central idea

Traditional governance focuses on who is allowed to use a system. High-stakes Al governance must
go further: it must define what the system is allowed to say, what it is allowed to do, and what it is
allowed to rely on before trust is granted.

Authority becomes meaningful only when expressed in runtime conditions, not just policy prose.

Authority at runtime

SAY DO RELY ON

Narrative output, advice, Actions, tool calls, API Sources, citations,
summaries, client-facing side effects, routing and retrieval results,
statements release structured records

Three authority planes that matter at runtime

Why role-based access is necessary but incomplete

A role assignment can determine who may access an assistant, an agent, or a workflow surface.
It does not determine whether the output is grounded, whether the action is safe, or whether the
sources are acceptable for a client-facing or regulated use case. That is why execution authority
requires more than RBAC — it requires runtime predicates.
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Authority dimension Question Representative controls

Evidence thresholds, citation

SAY What claims, recommendations, summaries, or validation, output constraints,
explanations may the system release? audience-aware transformation,
abstention rules.
Action gating, workflow-scoped
DO What actions, tool calls, API requests, or state permissions, step-up review, explicit
changes may the system trigger? override confirmation, allow/deny
policies.
Which sources, records, retrieval results, or Approved source registries, retrieval
RELY ON structured systems may the system treat as policy, source ranking, freshness
acceptable evidence? rules, validator requirements.

Runtime predicates: the conditions that determine authority

+  Workflow criticality: a marketing draft does not warrant the same conditions as a clinical
discharge summary or legal advisory note.

+ Risk tier: the runtime must know whether the interaction is low, standard, regulated, or locked
down.

« Data class: PHI, PCl-like patterns, secrets, and internal sensitive data alter what the system may
release or retain.

+ Evidence sufficiency: the system needs to know whether approved evidence exists, whether
validators passed, and whether a human attestation is required.

+ Actor and boundary context: the same model behavior may be acceptable inside a draft
workspace and unacceptable at a client-facing, patient-facing, or operational boundary.

A practical policy grammar

The most useful governance language is concrete. Instead of saying ‘use Al responsibly, mature
programs encode explicit policy statements such as:

Representative policy statements

The system may summarize protected content for internal clinical use, but it may not produce a
non-clinical outbound summary unless minimum-necessary transformation controls pass.

The system may draft a legal memo, but client-facing release requires supported citations from
approved sources or explicit reviewer approval.

The system may classify transaction anomalies, but it may not echo card-like values, secrets, or
raw sensitive fields into outbound output.
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What proof should exist after execution

Proof artifact What it answers

Decision outcome What the runtime allowed, constrained, blocked, abstained from, or

escalated.
Finding set Which rules or validators fired and what risk indicators were present.
Evidence status Whether approved evidence was present, missing, stale, or insufficient.
Remediation action What the system did next: redact, narrow, retry, escalate, or stop.

Whether a human exception was requested, approved, confirmed,

Authority chain or expired.

Version linkage Which policy pack or configuration version produced the decision.

Applied examples

Clinical

A clinician may be allowed to use Al for internal note summarization. That does not automatically
authorize the system to produce a patient-safe public summary from the same note. At runtime, the
system should detect the audience shift, inspect PHI exposure risk, apply minimum-necessary
controls, and either transform or withhold the output.

Legal

A legal team may allow Al drafting for internal research. That does not authorize unsupported
citations to survive into client work product. Authority at runtime means that the system can draft,
but release depends on evidence sufficiency and explicit review conditions.

Fintech

A fraud or payments workflow may authorize classification, routing, or anomaly explanation. It
should not authorize sensitive values, secrets, or PCl-like data to appear in prompts, logs, or
outbound narratives. Authority therefore depends on redaction and action gating, not merely user
identity.
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What LSAS brings to this model

LSAS aligns well to an authority-at-runtime framing because it already exposes the primitives
required for it: risk classification, claim inspection, evidence checks, policy tiers, deterministic
outcomes, governed overrides, and decision telemetry. That makes it possible to express authority
as executable behavior rather than a slide deck.

Without runtime authority With runtime authority
Policy expectations stay abstract. + Policy is encoded into enforceable execution
paths.

Review burden grows because every team
must infer what happened from fragmented + Reviewers see why a decision happened and
evidence. what proof existed.

«  Exceptions happen informally and are hard to + Exceptions become explicit, bounded, and
reconstruct. auditable.
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